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Introduction
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Can We Trust a Neural Network?
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● Deep learning is deployed in safety-critical systems: autonomous vehicles, clinical diagnostics, 

robotics

● NN inference is implemented in C/C++ - subject to memory bugs like any other C code

● A single out-of-bounds write or shape mismatch can cause catastrophic hardware failure

● Training proves nothing about the safety of the inference implementation

● Goal: Apply formal deductive verification to the C code that runs neural network inference



Context
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● ONNX - standard format for ML models, describes a neural network as a graph

● Tensor - multi-dimensional array of numbers (Scalar 0D, Vector 1D, Matrix 2D…)

● Operators - nodes of the ONNX graph, take tensors as input and output altered tensors



Safety in a Critical environment written in C.
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In order to assure that a C code base does not break during production, the following requirements must be 

met:

● No out-of-bounds memory access

● No integer overflow or undefined arithmetic

● No null pointer references

● All loop invariants written must hold during verification.



Three Layers of Verification
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● Why3 Formal Specification: Mathematical definition of 

what each operator must do

● C Implementation: Generated from Why3; uses pointers, 

loops, heap memory

● Frama-C ACSL Annotations: Bridge between the two 

formal contracts that must respect the Why3 specification 

and prove safety in C

● Rule: No case forbidden by Why3 may be allowed by Frama-C

● Double Check: Why3 + Verification of generated C code

Layer 1

Layer 3

Layer 3



Recap 
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● Tensor Library specification

● Clip & Where preconditions and 

postconditions

● Clip & Where Functional Verification

● Clip & Where Chain Specification

● MatMul Specification

● Full LeNet-5 chain proof (this goal had not yet 

been set at that time)

● Specify the operators used in the Lenet 

network.

Done: Incomplete:



Goals 
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1. MatMul functional correctness - prove Y[i][j] = Σ A[i][k]·B[k][j]

2. Complete postconditions for all 6 operators (conv, reshape, 

maxpool, add, identity, relu,)

3. Prove the full LeNet - 5 inference chain end-to-end

a. Generalise shapes - parametric, not hardcoded 28×28

b. ONNX-compatible operators - add the operators' attributes.



MatMul: Functional Correctness
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New: recursive dot product logic 
(mirrors Why3 spec):

New postcondition:



What is LeNet-5?
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● Classic CNN by LeCun et al. (1998), designed for handwritten digit recognition (MNIST)

● 4 computational blocks: Conv + Pool + Conv + Pool + Conv + FC

● Input: 1x1x28x28 image tensor | Output: 1x10x1x1 class scores

● Exported as an ONNX model - a standard open format for neural networks

● Small enough to be formally verifiable; representative of the CNN family

LeNet-5 - The Target Network

LeNet-5 example



LeNet-5 Architecture
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Proving the Full LeNet Chain
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Strategy: Modular Verification via Stubs
● Each operator has full ACSL contracts but no implementation body
● lenet_forward calls them in sequence
● Frama-C WP proves every transition is safe using the contracts alone

What the chain proves:
●  No out-of-bounds memory access - anywhere in the full forward pass
●  No aliasing between the 27 intermediate buffers (\separated)
●  Shapes propagate correctly layer by layer

Design decision - Memory Parameterization:
All 27 intermediate buffers are passed as arguments (not malloc inside) → Frama-C WP cannot track 
heap allocations in deep call chains



Completing Operator Contracts
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Postconditions added for every 
operator:



ONNX-Compliant Reshape
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Problem at M2: Reshape was a simplified stub  (ignored allowzero and -1 in 

shape tensor S)

Solution - new function signature:

New constraints:

● allowzero ∈ {0, 1} - ONNX attribute

● At most one -1 in S —-auto-infer that dimension

● If S[i] = 0 and allowzero = 0, copy dimension 

from X

● Total element count of X must equal that of out



Generalised Shapes: conv_out_dim
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From hardcoded constants → axiomatic formula:

● Used for both Conv and MaxPool shape derivation

● MaxPool = conv_out_dim with dilation = 1

● Proof now covers any valid input shape, not just 28×28

MaxPool before → after:



Results
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325 / 325 Proof Obligations - 100% Proved

● Average time per goal: < 1 second
● Frama-C exit code: 0 (clean success)



What the Proof Guarantees

17

● Absolute Memory Safety No out-of-bounds reads/writes. No null pointer 

dereferences.

● No Pointer Aliasing All 27 intermediate buffers are in disjoint memory regions - 

proved with \separated.

● Shape Consistency Tensor dimensions propagate correctly through every layer 

per ONNX formulas.

● Functional Semantics (selected operators)

● ReLU: Y[i] = max(0, X[i])

● Reshape / Identity: data unchanged, Y[k] = X[k]

● MatMul: Y[i][j] = Σ A[i][k]·B[k][j]



Technical Challenges
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Limitations: WP plugin
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Conclusions: Why3-Frama C patterns
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Conclusions: 

Compositionality & Full Network Verification
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Conclusions
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● Formal ACSL contract library for 9 ONNX operators

● Verified tensor support library (ctensor, cdim_size, coffset)

● 100% proof of memory safety and functional correctness for Clip, 

Where, MatMul

● Proof of operator compositionality (chaining)

● 100% proof of the full generalized LeNet-5 inference chain (325 

goals)

● Reusable Why3-to-Frama-C translation patterns for ONNX 

operators



Future Work
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● Arithmetic correctness of convolutions (element-wise)

●  Floating-point rounding analysis (Gappa / Fluctuat)

●  More ONNX operators: Softmax, BatchNorm

●  Larger networks: ResNet, MobileNet
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Thank You!


